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New technologies can change nature of transcripts

Only a few years ago, the word transcript
meant the same thing to every registrar: a
paper document with a signature and seal to
ensure authenticity. Recipients were warned
to be skeptical of documents that were not
sent directly from the registrar’s office in
sealed envelopes.

But soon, a job applicant might send a prospective
employer his transcript from a secure storage area of
his own cell phone. Anyone who opens the electronic
file will be instantly assured that it is authentic and
has not been altered.

That may sound futuristic, butit’s not. The technol-
ogy has already been developed and is in use at the
University of Chicago. If your institution is ready for
anewway to think about transcripts, or youwant tobe
ready to discuss accepting these transcripts, find out
how UC’s transcript transmission process works.

Because paper documents are so easily altered,
registrars have said, “Ifit doesn’t come from us, don’t
touch it,” said Thomas Black, UC's registrar. That
way of thinking might change, he said.

Currently, UC does not encourage students to de-
liver transcripts themselves because the belief that
only transcripts issued by the registrar’s office are

valid is so deeply ingrained. But new technology may
make registrars to rethink that belief, Black said.

UC transcripts arrive as PDF files. When the
recipient opens the file, a pop-up certificate states
whether the document is valid or invalid, so long as
the recipient is connected to the Internet.

If the document has been altered after the digital
signature was added, the “invalid” message will appear.

If the recipient is not connected to the Internet, a
third message pops up, saying that the document’s
author is unknown.

An explanation of digital signatures is sent with
the transcript.

UC chose a PDF format because it is so widely
accepted, not just in higher education but also in the
business community. Black added digital signatures
to the document because otherwise there would be no
way for the recipient to verify the authenticity ofa PDF
file sent as an e-mail attachment.

UC uses a secure signature that Geotrust devel-
oped in conjunction with Adobe. Avow Systems
adds the digital signature, and the National Stu-
dent Clearinghouse processes orders. Bui that
combination of vendors is not the only possibility,
Black said.

The technology can be used for sending any docu-
ment that can be converted to PDF format. In some

Advantages of UC s transcrlpt delwery system

" By mcludmg a combination of secunty features for

sending transcripts electronically, the University of
Chicago has developed a system with several advan-
tages, said university registrar Thomas Biack They
include that: . o

» Transcripts can be sent eiectromcafiy to any
recipient and read by anyone who can opena PDF file:

» Delivery takes place within a few moments of the:

time the transcriptis ordered. Many electronic transcripts
transmission methods deliver the transcripts in batches
so the delivery does not take place till the next day.

> Authentication is automatic and does not requwe."

the recipient to log in or take other steps to find out if the
documentis authentic. The recipientdoes not need to be
part of a network to verify the document. . L

» Copies of the document, if notaltered in any way,"

still read as authentic. That means that if a student
applies for admission at another institution, numerous
offices can have copies of the transcript and still be
assured of the document’s authenticity each tlme they
openone.

> Thesendercan“tumoff”theelectromcdocument
If a situation arises that a student’s transcript cannot be
released orif the registrar’s office léarns thatthereisan-
erroronthetranscript, the officecan change the se’ttmgs
s0 no copy of it-can be opened. : ;

» Students could keep copies in secure fiies and-
deliver their own transcripts as needed. Currently, UC
does not encourage students to do this because most
recipients still expect transcnpts to come from the
registrar's office..

However, the technology aiready evallable woufd-'
allow people to maintain their own authientic documents, -
Black said. That includes not just transcripts; but also..'
other vital documents such as birth certificates.’

» Documents other than transcripts can. be sent :
through the same method. These mc!ude dlplomas and .
enrolimentverifications. e

» The system allows an expansmn of the ‘score-
card” transcript currently available. Additions orlinks to
course descriptions and faculty bios would give amore
complete account of the student’s academ:c record n
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countries, employers ask tosee the diploma. Digitally
signed copies of the diploma can be sent anywhere in
the world instantly.

The system would work equally well for enrollment
verification.

But while PDF works well for sending tran-
scripts to recipients, including potential employ-
ers, many institutions prefer to receive electronic
documents in EDI or XML format to save the steps
of keying or scanning information into a database.
Black is exploring ways to send PDF and XML
versions of the transcript as part of the same e-
mai] attachment.

That arrangement would provide the recipient

with the ability to verify the transcript through the
digital signature on the PDF file and also the conve-
nience of data that can be loaded directly into the
database.

Unlike a paper document that is beyond the
registrar’s conttrol once it leaves the office, the regis-
trar can recall an electronic document, creating
another level of security, Black said. If there is a hold
on the student’s transcript, or if the transcript was
sent with an error on it, Black can set the electronic
transcript so that it no longer opens.

It is also possible to set a limit on how many times
the file can be opened. If institutions charge for each
transcript sent, this feature allows more control of
the extent towhich a par‘ucular electronic file can be
circulated.

Beyond changing ideas that an authentic tran-
script is a unique paper object that cannot be repro-
duced, new technologies may also change percep-
tions about what should be included in a transcript,
Black said. The traditional “score card” transcript
contains a list of courses taken and grades.

How are UC’s transcripts dehvered‘?

When students atthe University of Chlcago need
a transcript, they order it online through the National -
Student Clearinghouse. The reglstrar s off:ce doesf
not accept paper requests, : '
if students visit the office to order, they are sent to"
one of six terminals. The digital signature is added to
the document by Avow Systems Inc. That digital °
sighature means that the document’ 8 authent(mty w;ll =
be verified each time it is opened. o
All processes are automated so the transcript_i'
reaches the recipient almost mstantaneous!y o
Avow also provides an administrative portal so
staff members in the registrar's office can send
digitally signed transcripts. The process also works
for other documents, including enroilment veraﬂca«
tions and diplomas. W SRR

But more mformatmn would gwe amore accurate
accounting of the student’s academic record, Black
said. Without the additional mailing costs of more-
extensive paper documents, nothing prevents in-
cluding information such as course descriptions or
faculty biographies that would give the récipient a
greater sense of the quality of the courses completed.

The additional information could either be in-
cluded in the PDF file or could be accessed through
links to the institution’s Web site. “Margaret Spell-
ings says we're not accountable, and we're expen-
sive,” Black said. She also criticizes the complica-
tions of course transfers, he added.

Adding the information to the transcript would
ease transfer evaluations and would also allow insti-
tutions to *write up our own success stories,” he said.

E-mail Thomas Black at tblack@uchicago.edu. M
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